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i REMARKS 

Claims 1 -27 are all the claims preserj ly pending in the application. 

^.entsofpatentahiUty. FurtherUcants specifically state that no amendment* any 

any element or feature of the amended plain). 

C,aims 8 andl5.19sta n drejec^du|der35U.S.C. § 112, second paragraph. Clamis 1 - 

27 stand rejected on prior art grounds. ; 

« raprtMta p-«-M* 1 ' M ''' 1U4 - 2S " d27 ' , ™ i " 

md e r , 5 U.S,. §1 0 3( ^^^+^^^' S - Pa ^ NO ' 5 ' 933 - 501)taVieW 

of M,na ^lel al.( U .S.Pa«».Ko.MM4 tere ^""■ Clto2 ' ,W2 ' M, !' 

• a H^5USC« lo|(a) as being unpatentable over Leppek in view of 
and 26 stand rejected under 35 V .b.u. $ iu. K , 

^ ^ «- * view of Pe^ - <• ««. P— 

a- s, ms, «rf J- 35 -s-c 5 «*» - b*. 


fnT t» ra r bv: Protnr -'°, Alpnrithrns.:and 
(hereinafter, "Schneier"). Claim 19 stands 


rm rodeinC", Second Edition, pps. 466-474 
[ejected under 35 U.S.C. § 103(a) as being 

(hereinatter, acmiciw ,. 

view of Perlman. 

Theserejectionsareresp^ 
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I. THE CLAIMED INVENTION 

The claimed invention relates to a mlthod and system for producing wise cards 
In an illustrative, non-limiting emboliment of the invention, as defined by independent 
claim 1 , a method of preventing counterfeiting of a smart card includes providing a smart card 

«m he built only b^whoevere^^ an agent thereof- 

In another exemplary embodiment o 



~ nr ^ ™ *»■ card, reading said card 


only a D r ^ ? f™ ned 9ma11 ^ owlt ^ 
In another exemplary embodiment o 


;~fXrm g tinn which card ^ 

: the invention, as defined by independent claim 26, 

a system for preventing cloning of a smart L includes a smart card such that a^o^ 
^^^^ 

^^andi^*^^ 

wi.alist of unauthorized smart cards, ^ — -W^^i^- ^"-^ 
whoever emits the card or an agent thereof. 

h another exemplary embodiment J f the invention, as defined by independent claim 27, 
a ^-bearing medium tangibly embodylg a program of machine-readabic in—* 

and Coning of smartcards includes nrn^ i n ^ card with . nrr*^ — 

nv +w;,in p the, smart card which cannot be 


a ^ ggP d completely by a predetermined number of 
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information simply by looking at or reading 


e can be built only bv whoever emits the card or an 


readings, wherein said cryptographic structu 
agent thereof . 

In conventional methods and system! counterfeiting/duplication is not rendered difficult 
since r^nfidential information is carried on t lecard and an unscrupulous person may find the 


the energy construction inside of the card. That is, 


with a plurality of r~""-r " fthp " grH the 4 formation held ^ card 0311 ^ e ^ 


detected (e.g., see specification at page : 3, lir e 19, to page 4, line 2). 

The claimed invention, on the other Land, complements the conventional smart-card-type 
of security, which is often all carried on the *rd itself, by providing extra protection depending 
on cryptography, wim the cryptographic stricture (e.g., a key) not beinp carried by the card and 
Whirf, cannot be tr^A ™rr.r,letelv bv a y ^determin ed small number of readings. Moreover, 


the cryptographic structure ran only be buiH by w ho ever emits the card or the agent thereof (e.g., 


see specification at page 4, lines 9-13). 

The claimed invention, in addition t< , preventing the creation of false cards different from 
the legitimate ones, also prevents the fabric tion of clones of a given legitimate smart card. That 


is, the present invention also provides a meJ hanism of protection designed to prevent and/or 
discourage both copying and creation of nr v cards (e g., see specification at page 4, lines 14-17). 

I. CLAIM REJECTION UNDER 3f U.S.C. § 112 

Claims 8 and 1 5-19 stand rejected u ider 35 U.S.C. § 1 12, second paragraph, as allegedly 
being indefinite. As mentioned above* claim 8 is amended to provide proper antecedent basis, 
thereby overcoming the rejection unde;r§ l\2. Therefore, the Exarniner respectfully is requested 
to withdraw this rejection. 
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n . THE PRIOR ART REJECTIONS 

A. Claims 1, 3-7, 9, 13, 24,;25, a od 27 stand rejected under 35 U.S.C. § 103(a) as 
being unpatentable over Leppek in view of J laillard. Applicant submits, however, that there are 
elements of the claimed invention which are neither taught nor suggested by Leppek or Maillard, 
alone or in combination, and therefore,; App icants respectfully traverse this rejection. 

First, the Examiner alleges thatiLepj ek discloses "a method for preventing counterfeiting 
and cloning of smart cards " (see Office Act on at page 3, numbered paragraph 6). 

However, as the Examiner acknowk dges, Leppek does not disclose or suggest asmart 


U016 


card (see Office Action at page 4, line 4). 

Moreover, the Examiner alleges thai 
cryptographic structure for authorizing the 


Leppek discloses "providing asmartcard with a 
%mart card which cannot be accessed completely by 


a predetermined number of reading^ allegedly disclosed at column 4, lines 8-66, and the 
Abstract of Leppek. 

However, as mentioned above and a 5 acknowledged by the Examiner, Leppek clearly 
does not disclose or suggest a smart card (s » Office Action at page 4, line 4). 

Thus, for at least these reasons* Apr. licant respectfully submits that the Office Action 
clearly has ™i«* a racterizp H T^rmek as disc losing a smart card. 


On the other hand, the Examiher alJ ;ges that Maillard makes up for the deficiencies of 
Leppek by disclosing asmart card used in ( ommunication systems. 

The Examiner alleges that it wjould lave been obvious "fo implement the teachings of 
Leppek ontoamartcard as taught by J Hard et al, because smart cards are small , easy to 
.... frfe) for encryption" and bee* use "a method which prevents a footprint or playback 


PACE 
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attack (sic) from being performed by an Mr, ider would help spread the acceptance of smart 
^«»W in technology" (see Office Actio, at page 4, lines 8-15; emphasis added). 

Applicants respectfully submit, howt ver, that it would not have been obvious to modify 
Leppek based on Maillard to arrive at the no /el and unobvious combination of elements recited 
nnh« claimed invention, and further, that th * Examiner has not. established a reasonable basis for 
such combination of Leppek and Maillard, f >r several reasons. 

As the Examiner well knows, nierel) identifying the individual elements of the claims in 
separate references is not sufficient to establ sh the obviousness of the claims. The Office Action 
must establish a reasonable motivation or sv ggestion, in the references themselves or in the art in 
general, for combining the references toarri w at the claimed invention. 

The mere fact that references could Lean) be combined or modified is not sufficient to 
esX&iishprima facie obviousness (see M.P. 2.P. § 2143.01). There must be areasonable 
motivation tn do that whfr h the patent appli ;ant has done . 


In this case, the Examiner appears tt be using circular logic to rely on Leppek for 
disclosing the features of the claimed inven ion, with reference to a smart card , but then 
acknowledges that Leppek does not disclos< ; such a smart card. 

On the other hand, the Examiner me rely cites Maillard, which does disclose a smartcard , 

ace in order to arrive at the claimed invention, 
[bmit that the Examiner has not explained, nor do the 
res relied upon in Leppek, which is not a smart card, 


as being combinable with the Leppek refen 
However, Applicants respectfully si 
reference provide support for, how the feai 


could (or would) be implemented ina smar .card, such as the smart card of Maillard, or for that 


matter, how such a combination would arri * at the claimed invention 
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That is, it is not enough merely to idJLtify the individual elements of the claims in 
se parate references to establish the obviousn » of the claimed invention. The Office Action 
must establish a rea^ble motivation or su jgestion, inthe references themselves or in the art in 
general, for combining the references toarri re at the claimed invention . 

Moreover, Applicants respectfully sJ bmit that the Exarruner has not established a 
reasonable motivation for such a combinatic a and/or modification. 

That is, Applicants respectfully subn it that merely alleging that it would have been 
obvious to implement the teachings of Lepp * onto a smart card "because smart cards are small 
§mLMjmJ ^^ and be ause "a method which prevents a footprint or 

playback attack (sic) from being performed]* an intruder wMh ^read the acceptance of 
sjml c^^ -nt to establish a reasonable motivation for 

combining the references to arrive at the cla med invention. 

On the contrary, the Office Action n ust establish a reasonable motivation or suggestion, 
inthe,^^ seneraL for combining the references Mriyeatthe 

claimed invention . 

Absent a reasonable motivation, it Jould appear that the Examiner is using improper 
i^phr w«! ft nalvs i° arrive at the clalned invention , 

Thus, for at least the foregoing reas< ns, Applicants respectfully submit that it would not 
have been obvious to combine Leppek and Vlaillard to arrive at the claimed invention, absent 


impermissible hindsight based analysis. 


Moreover, even assuming arguendojihat 
and Maillard, Applicants respectfully 
claimed invention. 


subm it 


it would have been obvious to combine Leppek 
that such a combination still would not arrive at the 
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For example, Leppek teaches using a 

an "encryption operators database". The ide 


able to recognize which one is being used to 
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plurality of secret encryption schemes managed in 
i in Leppek is that most likely the attacker (e.g., the 


intruder, counterfeiter, etc .) or would not kn >w all encryption operators in the database, nor be 


protect some data set in a given communication. 
Particularly, Leppek discloses a "vWaal" encryption scheme that combines selected ones 
of a plurality of different encryption operato -s stored in an encryption operator database into a 
compound sequence of encryption operators Data to be transported from a data source site, such 
as a user workstation, to a destination or datji recipient site, is sequentially encrypted by 
performing a compound sequential data fkrt r through this sequence prior to transmission (e.g., 


see Leppek at Abstract). 

In other words, Leppek is concerned; 
messages. 


with trying to protect the secret of (within) 


Applicants respectfully submit that tj lis sort of combination of encryption scheme is in 
fact well known (and is the typical sort of i<j eas everyone thinks about early on when exposed to 
the issues of cryptography). Such encryption schemes are usually considered as potentially 
dangerous among cryptographers, who generally prefer more solid, simple algorithms to 
complex combinations that may prevent effjarive testing of the strength of the protection, while 
creating an illusory sentiment of an accepta] >le safety level. 

In comparison, in the claimed invenj ion, rather than trying to protect the secret of 
(within) messages, the claimed invention authenticates or authorizes the smart cards that are built 


according to the claimed invention. 

Thus, the present invention is of a v|ry different nature than Leppek, which is unrelated 

to smart cards. 
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For example, the present invention u \es original, but simple protocols based on the best 
controlled encryption/signature technologies > so that the efficiency of the present invention 
readily can be assessed by any expert. 

Contrary to Leppek or Maillard, the \ claimed invention provides pro tection for a smart 
card on ton of (i.e.. in addition tol rather wid elv known technologies and practices, such as those 


in Leppek, or for that matter, in Maillard. 

As described by Applicants, smart cs rds have been proposed as a technology offering the 
possibility of secure off-line transactions (e.j;., see specification at page 1, lines 8-9). However, 
recently, several successful attacks on conve ntional smart cards have been reported (e.g., see 
specification at page 1 , lines 10-14). 

The claimed invention, however, pro vides a solution to well defined problems of the 

smart card industry. 

For example, independent claim 1 re :ites a method of preventing counterfeiting of a 

smart card, comprising: 

providing a smart card wi th a cryptographic structure for 


by a predetermined small nui iber of readings, 


authorizing the smart card w rannot b e accessed completely 


wherein said cryptograph c structure can be built only by 


whoever emits the card or an 


agent thereof (emphasis added). 


On the other hand, independent claim 24 recites a method of preventing counterfeiting of 


a smart card, comprising: 


providing a smart card su 


card, is carried on the smart c ard; 


sh that none of confidential 


information and a crvptograp tic kev for authorizing the smart 


reading said card by a reader such that in each reading, said 
reader reads only a predetenr ined small amount of information 
which makes the card unique 
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Further, independent claim 27 recites 


hv a predetermined number c f readings 


a signal-bearing medium tangibly embodying a 


program of machine-readable instructions e> ecutable by a digital processing apparatus to 
perform a method for preventing counterfeit Jig and cloning of smart cards, comprising: 
providing a smart card wi rh a cryptographic structure for 


mtthnrizinv the smart card w -»ich cannot be accessed completely 


wherein said cryptograph ii 
whoever emits the card or an 


structure can be built only by 
agent thereof. 


Thus, Applicants respectfully submi 


As mentioned above, the claimed im ention, as defined by independent claims 1 , 24, and 
27, does not merely protect the secret of me adages, but instead, authenticates or authorizes the 
smart cards tiM are built acc ording to the clhimed invention. 


; that there is a clear and profound difference 
between me cited references and me claim© 1 invention. 

Accordingly, Applicants respectfully submit that it clearly would not have been obvious 
to the ordinarily skilled artisan to combine « nd modify Leppek and Maillard, which are vaguely 
related references, to arrive at the novel and unobvious features of the claimed invention. 

Thus, for the foregoing reasons, Ap, .licants respectfully submit that neither Leppek nor 
Maillard, alone or in combination, disclose or suggests all of the features of claims 1, 3-7, 9, 13, 
24, 25, and 27, and therefore, respectfully r, quests that the Examiner with draw this rejection. 


B. Claims 2, 10-12, 14, 23, and 


26 stand rejected under 35 U.S.C. § 103(a) as being 


unpatentable over Leppek in view of Mailk rd, and further in view of Perlman. Applicant 


submits, however, that there are elements o 
suggested by Leppek, Maillard, or Perlman 
respectfully traverse this rejection. 


the claimed invention which are neither taught nor 
alone or in combination, and therefore, Applicants 
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Applicants respectfully submit that P srlrnan does not make up for the deficiencies of 
Leppek and Maillard, as set forth above. 

Therefore, Applicants submit that claims 2, 10-12, 14, and 23 are patentable over Leppek, 
Maillard, or Perlman, alone or in combination, at least by virtue of their dependency from 
independent claim 1. 

For somewhat similar reasons, Applicants respectfully submit that neither Leppek, 
Maillard, nor Perlman, either alone or in combination, discloses or suggests the novel and 
unobvious combination of features recited ir i independent claim 26. 

For example, independent claim 26 Recites a system for preventing cloning of a smart 

card, comprising: 

smart card such that « c ryptographic, structure for authorizing 


the smart cf"^ iq nnt carried on the smart card; and 


that are! 


a reader for reading the smart card and including a database for 
linking to a network and behjg updated periodically with a list of 
unauthorized smart cards, 

wherein said cryptographic structure is kept secret by whoever 
emits the card or an agent thereof. 

As mentioned above, the claimed invention, as defined by independent claim 26, does not 
merely protect the secret of messages, but ijistead, authenticates or authorizes the smart cards 


k„;u ^nrHinp i n the claimed inven tion. As such, Applicants respectfully submit that 


there is a clear and profound difference between the cited references and the claimed invention. 

Thus, for the foregoing reasons, Api >licants respectfully submit that neither Leppek, 
Maillard, nor Perlman, alone or in combinaion, discloses or suggests all of the features of claims 
, 1 0-12, 14, 23, and 26, and therefore, rest ectfully requests that the Examiner with draw mis 


2 

rejection 
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C. Claims8J548,and20.22stUdrejectedunder35U.S.C.§103(a)asbeing 
unpatentable over Leppek in view of Maillard, and further in view of Schneier. 

Applicants respectfully submit that S rfmeier does not make up for the deficiencies of 

Leppek and Maillard, as set forth above. 

Therefore, Applicants submit that clLs 8, 15-18, and 20-22 are patentable over Leppek, 
Maillard, or Scbneier, alone or in combination, at least by virtue of their dependency from 
independent claim 1 . 

Thus, for the foregoing reasons, Applicants respectfuUy submit that neither Leppek, 
Maillard, nor Scbneier, alone or in combination, discloses or suggests all of the features of 
claims 8, 15-18, and 20-22, and therefore, ^spectmUy requests mat me Exammer vam ^ 

rejection. 

D . Claim 19 stands rejected under 35 U.S.C. § 103(a) as being unpatentable over 
Leppek in view ofMaillard, and former m view of Scbneier, and furmerm 

Applicants respectfully submit that Schneier does ru* make up for the deficiencies of 
Leppek, Maillard, or Perlman, as set forth a jove. 

Therefore, Applicants submit that claim 19 is patentable over Leppek, Maillard, Perlman, 
or Schneier, alone or in combination, at least by virtue of its dependency from independent claim 

i. 

Thus, for the foregoing reasons. Applicants respectfully submit that neither Leppek, 
Maillard, Schneier, nor Perlman, aione o, ii combination, discloses or suggests a., of to feaurres 
of claim . 9, and therefore, respectfully requests that the E»uniner with draw this rejection. 
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in. CONCLUSION 

The specificanon and data* have bl amended he*™* » obviate «he objections to ft. 

dn^gs, specification, and data, and Ufore, Sl ^ m m^m^m^^ 


withdraw th » gft objections. 

In view of the foregoing, Applicant 


sLbmits that claims 1-27, all the claims presently 

for —e. The Examiner is respect^ guested «o pa,, ft. above ap,Uc«ion «o issue a, 

the earliest possible time. 

Should the Examiner fmd^^ 
Ex^erisrequestedtocontacttheundersLedat^ 

discussanyomerchangesde^^ 

Tta Commissioner is hereby authored to charge any deficiency in fees or to credit any 
overpayment infees to Assignee's Deposit Account No. 50-0510. 


Date: JlVy hlooH 


Respectfully Submitted, 



McGinn &Gibb,PLLC 

8321 Old Courthouse Road, Suite zuu 
Vienna, VA 22182-3817 
(703) 761-4100 
Customer No. 21254 


Sean M. McGinn, Esq. 
Registration No. 34,386 
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